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Agenda

* Modern Driver Management
* Modern BIOS Management
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Modern Driver Management (MDM)

« Dynamic driver detection solution

e \Vendor and model detection
e Dell, Lenovo, HP and Microsoft

» Operation modes
« BareMetal, OSUpgrade, DriverUpdate

* Single task sequence step
* Detect, download and apply (DISM.exe)
 Pnputil.exe for driver updates
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MDM Components

* Driver Automation Tool
» Download and create driver packages @ scconfigMgr RO oo i

« ConfigMgr WebService
* Used for secure retrieval packages
during deployment
* Invoke-CMApplyDriverPackage.ps]
* Detect, download and inject drivers
* Logging to ApplyDriverPackage.log
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MDM - Updates

« Updated Ul'in 6.1 Q scconfioMar e
e Model list can be expanded |~w~~ Ty
* Main tabs can be hidden via a new ' =

admin tab / registry value

« Windows 10 version support for Lenovo

* Driver Extraction & Import

» Matching OS value changed from build

to version e
« Ability to rename existing packages with s

Windows 10 build numbers to the new format
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MDM Updates

e Support for multiple Apply Operating System steps

« Use OSImageTSVariableName parameter

* Install each driver seperately or recursively
 Use DriverlnstallMode

» Updated detection logic with fallback from SystemSKU to computer
model

 Panasonic and Viglen added for manufacturer support
* Only in Invoke-CMApplyDriverPackage.ps1 script

« XML model list creation for MDM via third party products
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MDM logic — Gather data

Initial detection and gathering phase

Don't load TS

Debug mode
enviment il

Set Load TS

% System Rootds), environment
Temp as log path and get log path

Get filtered package
list from web
sErvice

Script executed

Get computer
model and
manufacturer

Get OSArchitecture Check
and O5Version from i Deployment
local W Ty pe

Get OSArchitecture

BareMetal / O5Upgrade—— =l Re S SRR 6T

web service

End script with
details

Yes

Com puter
model null or
empty?

No

Use computer
model as primary
detection method

Yes

Use SystemSKL as
e o Drimary detection
method




MDM logic — Matching packages

Foreach driver package web service

Match computer Match SystemSKU

C It
0 R W E T T —Com puter m ode —— E)I;:LT| :nr from package
!
name - properties

Proceed with next [ — Match for computer

atch fi d?
package in loop model as fall back [F i it

Match
manufacturer,
operating system
name and
architecture

Proceed with next Match
package in loop Found?

Proceed with next

package in loop

Add driver package
to package array for
processing

Driver package
matches critiera

Windows 1

Windows 7/8. 1——»

Check operating Match Proceed with next
system name Found? package in loop

Check operating
system version or
build num ber




MDM logic — Download and apply

End script with

. Y s € tECtion method
details t
equals SystemSKU

If com puter

Remowve any non-
Set Select latest matches for

End script with Dy load dri
1 d;:lapil - OsDDriverPackage 01 o puu¥i= 3 D“I:n ':: :n;::; package by date computer model
< acka e
TS variable pEAEEEs created with data from

package name

Check
DriverU pdate Deployment —BareMetaHp
Type?

05Upgrade

?Recurse

Set Recursive DISM . j;::i'f;:iﬂ_ I
l l
0SDUpgradeStaged command for all INF - INE :“E tir‘lst'lr;L
Content TS variable files (install drivers) . =
drivers)

Install drivers using
pnputil exe

Continue with next
INF file in loop, log 3 e 1Vl

Success

False

Continue with next
INF file in loop, log
failure




Demo

Modern Driver Management
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Modern BIOS Management

« Dynamic BIOS updating solution

e \Vendor and model detection
e Dell, Lenovo, HP

» Download BIOS setup files with Driver Automation Tool
« Manually or scheduled

* Two task sequence steps
* Detect, download
« Vendor specific update script
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Resources

« ConfigMgr WebService

 http://www.scconfigmgr.com/configmgr-webservice/

* Driver Automation Tool
* http://www.scconfigmgr.com/driver-automation-tool/

* Modern Driver Management
* http://www.scconfigmgr.com/modern-driver-management/

* Modern BIOS Management

e http://www.scconfigmgr.com/modern-bios-management/
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