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@Bob_Cornelissen

7 Year CDM MVP

Fisheries Biologist -> Sysadmin

-> MOM -> SCOM -> SCOMosaur

SpareRibs, ice cream

Im using facebook though

Managing Consultant and CTO 

of BICTT Group

Bob Cornelissen



BIG QUESTION… WHAT SCOM DO YOU HAVE?

MOM 2000 & SP1

MOM 2005 & SP1

SCOM 2007 RTM

SCOM 2007 SP1

SCOM 2007 R2

SCOM 2012

SCOM 2012 SP1

SCOM 2012 R2

SCOM 2016

SCOM 1801

SCOM 1807

2001 - 2003

2004 - 2005

2007

2008 - 2010

2008 - 2013

2011 - 2015

2013 - 2015

2014 - 2017

2016 - Some time

2018 - End July 2019

2018 – End Jan 2020

Versions Release and updates
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Hybrid cloud as a long-term viable strategy 

(n = 1000)
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System Center

On-premises 
datacenter

Azure Security & 
Management

Cloud and hybrid

Managing the hybrid cloud
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Continue to support 

Windows Server Improve fundamentals

Address top customer 

and partner asks 
Enable Azure attach

Focus



SYSTEM CENTER RELEASE CADENCE

LTSC Releases*

SAC Releases**

SC 2016 URs

System Center 2016

October 2016

System Center 1801

Feb 2018

System Center 1807

Q3 CY18

System Center 190X

H1 CY19

System Center 2019

H1 CY19

SC2016 UR5

April 2018
SC2016 UR6

Q4 CY18

SC2016 UR7

Q2 CY19

* LTSC releases are supported for 5 year (mainstream) + 5 year (extended)

** SAC releases are supported for 18 months
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 Multi-browser support –
no Silverlight dependency
No Java dependency

 Improved performance & UI 
responsiveness

 Widget extension support –
custom/open-source charts

 Improved diagnostics/debugging 
experiences – drill-downs

Chod



 Common agent platform for 

monitoring & analytics

 Extensible log file monitoring 

(leveraging Fluentd & the eco-system)

 Granular log file monitoring capability 

for Linux, on par with Windows

Linux OS Version Supported

RHEL 5,6,7 (x86/x64)

Cent OS 5,6 (x86/x64) and 7 (x64)

Ubuntu 12.04 LTS, 16.04, 14.04 (x86/x64)

Debian 6,7,8 (x86/x64)

Oracle 

Linux

5,6 (x86/x64) and 7 (x64)

SLES 11 (x86/x64) and 12 (x64)

Event data

Event data



Fluentd Plugins Plugin Description Usage

“Exclusive Match” filter 

plugin.

On match of Pattern A and 

absence of Pattern B in the same 

log record an event would be 

sent.

Apache HTTP URL monitoring.  Example URL to be monitored:

http://scomdemo.com/ignite

Log name      : /var/log/apache2/access.log

Pattern A       : “GET /ignite HTTP/1.1“,        Pattern B       : 200

Absence of success code “200” results in event beingsent

“Repeated correlation” 

filter plugin 

If Pattern A occurs N number of 

times within T seconds then event 

would be sent.

Authentication failure/Intrusion detection

Log name     :  /var/log/auth.log

Pattern                           : Failed password for <username>

Timer            : 10 seconds,     Number of occurrences : 5

Administrator alerted if user accesses machine with incorrect 

credentials 5 times in 10 seconds

“Correlated match” 

filter plugin

If there is a match for pattern A, 

and if pattern B occurs within time 

T then an event would be sent.

Package installation failure

Log name         : /var/log/syslog

Pattern A : Reading package lists… Done

Pattern B : Failed to fetch <package information>

Timer: 5 seconds

Any Fluentd source 

plugin

Rotating file paths: Users can use wild card character in the log 

file name or path in the source directive of the Fluentd

“Exclusive correlation 

match” filter plugin 

If there is a match for pattern A 

and pattern B does not occur 

within time T then an event would 

be sent.

Failed to start Mongo DB: 

Log name: /var/log/mongodb/mongodb.log

Pattern A : MongoDB starting,  Pattern B  :Connection accepted

Timer: 5 seconds

Maipai

http://scomdemo.com/ignite


 Discovery

 MP updates

 MP dependencies

Microsoft 

DLC

System Center 

Core Online

SCOM 
Monitored 

Environment

SCOM 
Mgmt.

Servers

SCOM 
Console

External MP 
Partner

MP 
CATALOGS



SCOM 

Mgmt. 

Server

Benji



Enhanced Windows 
Server & Linux support

• Log file monitoring support for Linux at 

par with Windows 

• Setup improvement for the Linux agent

• Linux Kerberos support

• Improvements to Linux MPs

• Improvements to Windows Server OS MP

Fundamentals

HTML5 dashboards

Improved UI responsiveness 

with large number MPs 

3rd party MP update and 

recommendation

VS2017 support in VSAE

Better with Azure

Service Map integration
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• SCOM 1807 is an update on top of 1801

• No clean install DVD to be downloaded
• Creating and testing all possible install scenario’s from a full-DVD 

install is too much for every 6 months

• Migration / Installation / Upgrade options all flow through the 

1801 version



• Issues since SCOM 2016 with APM component crashing some IIS 

Application pool instances. Some issues had been fixed in UR’s 2,3,4.

• Workarounds were to remove APM from the SCOM agent;

or to disable the rule turning on the RTIA profiler by default for all IIS.

• In SCOM 1807 the agent install and repair options from the SCOM 

console now have an additional checkbox where you can remove the 

APM component from the agent.

• Also the PowerShell cmdlets install-scomagent and repair-scomagent

now have the -NoAPM switch so you can avoid or remediate any issues 

you may have.

2016 UR6 and anything after that has THE fix, 

or somebody is going to buy me cake!



LIMITED SQL 2017 Support

• No fresh install of 1801 on SQL 2017

• There is no fresh install of 1807

• After you have SCOM 1807 installed with a SQL 2016 instance

• You can in-place upgrade the SQL 2016 to 2017

https://docs.microsoft.com/en-us/system-center/scom/upgrade-sqlserver-2017-opsmgr-

1807?view=sc-om-1807

Dong
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• The SCX cross-plat agent has rotating logs to avoid fill up of disk.

• For Linux platforms the older OpenSSL 0.9.8 support was dropped 

and support for OpenSSL 1.1.0 is added.

• Ubuntu 18 and Debian 9 support has been added.

• Unix/Linux the agent can detect pseudo file system dynamically 

and ignore enumeration.

https://docs.microsoft.com/en-us/system-center/scom/release-notes-1807?view=sc-om-1807



SCOM and SCSM consoles and PowerShell modules can now 

live together on the same machine (both 1807 version)

BoonRod
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• Create Maintenance Schedules from the web console, so you do not need the 

full console for that purpose.

• Users and Operators can create dashboards in My Workspace.

• A PowerShell widget has been added with more information on how to work 

with it listed here https://docs.microsoft.com/en-us/system-

center/scom/manage-create-web-dashboard-posh?view=sc-om-1807 .

• An effective configuration widget in the monitoring objects detail page 

showing the running rules and monitors and the override settings applied.

https://docs.microsoft.com/en-us/system-center/scom/manage-create-web-dashboard-posh?view=sc-om-1807


WEB CONSOLE



• Network node and interface drill-down on a network device, same as 

SCOM console.

• Alert widget enhancements; improved layout & presentation of alert 

details. Can modify the resolution state and check monitoring object 

details page for the selected alert source.

• The monitoring tree can be hidden when a dashboard is integrated with 

SharePoint.

• Size of health icon can be changed in the Topology widget between small 

and large.



WEB CONSOLE



The list of fixed issues can be found in KB4133779 at

https://support.microsoft.com/en-us/help/4133779/system-

center-operations-manager-version-1807

Too long a list to discuss today

Maai
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SCOM 1903 and 2019 are coming in a few months

First, let’s guess:

• Windows 2019 Support

• SQL 2017 Support

• SCOM 2019 will contain every fix and feature released in 2016 

UR’s, 1801, 1807, and 1903

• Upgrade path and clean install options

• APM issues solved

SCOM 2019 is LTSB, so 5+5 year support



SCOM 2019

No more Silverlight dependencies

Support for SQL Server 2017

Disable interactive Logon

Support OpenSSL 1.1.0 for 

Linux platforms

Kerberos support for Linux agent

Enhanced Agentless alerting during 

failover scenarios

Enhanced certificate validation for web 

application monitoring

Monitor Windows Server 2019

Monitoring latest application servers 

like Tomcat 9, WildFly 14, WebSphere 

9.0 and Web Logic Server 12cR2

VSAE support for Visual studio 2017

Monitor Ubuntu 18 and Debian9

APM—enabled Client Side Monitoring 

(CSM) on Edge and Chrome browsers

APM—enabled monitoring support for 

SharePoint 2016



HTML5 DASHBOARDS



SCOM 2019

HTML5 dashboards

Linux Log file monitoring

Enable/disable APM component during 

agent install/repair

MP discoverability for third-party MPs 

and Linux workloads

Enhanced notifications and 

subscriptions experience

Better alert management for monitors

Enhanced certificate validation for web 

application monitoring

Linux log rotation

Integration with Azure Service Map 

Enhancements to Azure MP



NOTIFICATION AND SUBSCRIPTION ENHANCEMENT



ENHANCED ALERT MANAGEMENT FOR MONITORS

Alert is not allowed to be 

closed



AZURE MANAGEMENT PACK FOR SCOM

App InsightsData FactoryService Bus Storage

Networks Virtual Machine App Gateway

HDInsight Cluster

SQL Server



Safety, food, water, health, 

blankets, shade, love, fun

www.houseoftails.org/support-us

www.facebook.com/sthouseoftails

info@houseoftails.org

Dutch bank IBAN: NL87INGB0006669920

70 dogs!!!

$15 = 1 month food

Charity!

#MMSGiveBack


